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ARNE d.o.o. Slovenija 

Industry-leading Messaging  
Gateway with Threat Protection 



É 2012 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 2 

Evolution of Threat Landscape 

Evolution of Outbound Protection 
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Outbound 

Real cost of insider threats and unenforced security policy 
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Inbound 

V The cost of just one data breach can be staggering for an organization. Ponemon 

Institute estimates ranges anywhere from US$1 million to US$58 million.* 

V Disclosure rules make unenforced email policy more costly ï Data Breach Notification 

Act of 2011, Personal Data Protection and Breach Accountability Act, Personal Data 

Privacy and Security Act of 2011 

Email is a key 

vector for data 

loss/leakage  
*Email Attacks: This Time Itôs Personal, Cisco, June 2011, 

www.cisco.com/en/US/prod/collateral/vpndevc/ps10128/ps10339/ps10354/targeted_attacks.pdf 
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Securing Email for the Evolving Workforce 

P A S T  T O D A Y  

Checks email from multiple devices 
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TODAYôS EMAIL USER 
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Rich HTML email 

YESTERDAYôS EMAIL USER 

Checked email only from 

company issued workstations 

Always accessed email from 

behind the corporate firewall 

Text with attachment 

V 7 billion mobile devices 

worldwide by 2015 

V 1 in 3 employees uses at 

least 3 devices for work 

Relies heavily on 

Social Media 
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ÅLeaking data through outbound confidential email or 
damaging reputation through outbound inappropriate email 

ÅBreaching privacy by sending outbound sensitive email 
unencrypted, including BYOD smartphones and other 
mobile devices  

ÅBeing susceptible to inbound social engineering 
o Opening email from senders in their contacts list and social network 

o Viewing email from organizations and social media they know and trust 

o Clicking on email links for familiar resources they use regularly 

 

Mobile and social email behavioral patterns that put organizations at risk 

PayPal/eBay had 

103 million 

members by 2011  

-Bloomberg 
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Data loss of customer assets or other sensitive information through email 

Internet 

Executive Accountant 

Attached find customer 

records for the quarter 

 
NAME      CREDIT       SS#                     

Yu, Tim      4765 6907 é  592-91- 

Sensitive assets 


