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Email Security Evolution
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Inbound & Outbound Threats Today

Real cost of insider threats and unenforced security policy

V' The cost of just one data breach can be staggering for an organization. Ponemon
Institute estimates ranges anywhere from US$1 million to US$58 million.*
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Email User Evolution

Securing Email for the Evolving Workforce
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Checked email only from
company issued workstations

Checks email from multiple devices

Expects email access

Text with attachment anytime, anywhere

Global

Always accessed email from

behind the corporate firewall Blends work and play

Believes IT is ultimately
responsible for security
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Anatomy of an Attack

Mobile and social email behavioral patterns that put organizations at risk

A Leaking data through outbound confidential email or
damaging reputation through outbound inappropriate email |[€0 N ¢ er n
A Breaching privacy by sending outbound sensitive email V' Data
unencrypted, including BYOD smartphones and other Leakage
mobile devices V. Privacy
Breach
A Being susceptible to inbound social engineering V Targeted
Opening email from senders in their contacts list and social network Attacks
Viewing email from organizations and social media they know and trust and APTs
Clicking on email links for familiar resources they use regularly
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Data Leakage and Privacy Breach

Data loss of customer assets or other sensitive information through email
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